WH®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAIOIIMXCS

C KaxabIM roJIoM MOJIOAEKU B MHTEPHETE CTAHOBUTHCS OOJbILE, a IMIKOJbHUKUA OJHH W3 CaMBIX
aKTHBHBIX IT0JIb30BaTeneil Pynera. Mexny Tem, IOMUMO OTPOMHOIO KOJIMYECTBA BO3MOKHOCTEN, HHTEPHET
HECeT M PoOIeMBbl. DTa MaMsITKa JOJKHA TTOMOYb TeOe 6€30macHO HaXOAUThCS B CETH.

KomnbrorepHbie BHpPYyChI

KommbloTepHblii  BHUpYC - 93TO pPa3HOBUAHOCTH KOMIIBIOTEPHBIX MPOrpaMM, OTIUYUTEIHHOM
0COOEHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTh K Pa3MHOKEHHIO. B omnonHeHne Kk 3ToMy, BUPYChl MOTYT
MOBPEIUTH UIIH MOJIHOCTHIO YHUUTOKUTH BCe (Daliiibl ¥ JaHHbIE, TOJIKOHTPOIbHBIE MOJIb30BATENI0, OT UMEHU
KOTOpOro ObUIa 3amylieHa 3apaKeHHas NporpaMma, a TakKkKe TMOBPEAWTh WM Jake YHHUYTOXHUTH
OTIEpAIlMOHHYIO CUCTEMY CO BceMHU (paiiamu B 11e51oM. B OOJIBIIMHCTBE CilydaeB pacpoCTPaHIIOTCS BUPYCHI
yepe3 UHTEPHET.

MeTo/1b1 3a1IUTHI OT BPEJOHOCHBIX MPOTpamMM:

1. Mcnonb3yii cOBpeMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOLINE CEPhE3HBIN YPOBEHb 3aLIUTHI OT
BPEIOHOCHBIX MTPOrPaMM;

2. TlocrosHHO ycTaHaBnmuBaii ma4dtu (UUGPOBBIE 3aIUIATKH, KOTOPHIE AaBTOMATHYECKH
YCTaHABIIMBAIOTCA C LIETBI0 JOPAOOTKU MPOTrpaMMbl) U Apyrrue OOHOBIIEHUS CBOEH ONEPAlMOHHON CHCTEMBI.
CkaumBail uX TOJBKO ¢ oduuuanbHOro caira paspaborunka OC. Ecam cymecTByeT pexum
ABTOMATUYECKOTO OOHOBJIEHHS, BKIIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIIbIOTEpE IO MpaBaMU IOJIb30BATElNsA, a HE aAMHHHCTpaTopa. JDTO HE
MO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrpaMM HHCTAJUIMPOBATHCS Ha TBOEM MEPCOHAIBHOM
KOMIIBIOTEPE;

4. MHcnonb3yil aHTUBHPYCHBIE MPOrpaMMHBIE TPOAYKThI HM3BECTHBIX MPOU3BOJUTENECH, C
aBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3;

5. Orpannyb GU3HYECKUH JOCTYN K KOMITBIOTEPY JUTsl TOCTOPOHHMX JIHII;

6. Mcrionb3yil BHELTHHE HOCUTENIN MH(POPMALIUH, TaKue KaK ¢uielika, JUCK Ui (paiiia U3 HHTepHeTa,
TOJIKO U3 MTPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBail KOMIBIOTEpHBIE (aiiibl, MOJyYCHHbIC W3 HEHAJESKHBIX HCTOYHMKOB. [laxke Te
(aiie, KOTOPBIC TPUCITAT TBOM 3HAKOMBIN. JIydIlle yTOUHH Y HETO, OTIPABIISIT JIM OH TEOE MX.

Cern WI-FI

Wi-Fi - 310 He BHJ mepenadn JaHHBIX, HE TEXHOJIOTHSA, a BCEro JHIlb OpeH 1, mapka. Eme B 1991
rofly HuAepiiaHjackas koMmmnaHus 3aperucrpupoBaia Opengy "WECA", uto 0003Ha4anao cioBOCOYETaHHE
"Wireless Fidelity", koTopslii mepeBoaUTCS Kak "OecrpoBOIHAS TOYHOCTD '

Jlo Haiero BpeMeHH JIoljia Jipyras abOpeBuarypa, KoTopas sSBJISeTCS TaKOH K€ TeXHOJIOTHEeH. ITo
ab6peBuarypa "Wi-Fi". Takoe Ha3BaHMe OBLIO TaHO C HAMEKOM Ha CTAHJAPT BBICIICH 3BYKOBON TEXHHUKHU
Hi-Fi, uto B mepeBone 03HauaeT "BbICOKast TOYHOCTB".

Jla, OecruiaTHBI WHTEPHET-IOCTYNT B Kade, OTENAX W ad’poropTrax SBISIETCS OTJIMYHON
BO3MOXKHOCTBIO BbIX0J1a B MHTepHET. Ho MHOTHME sKCnepThl cunTaioT, 4to obmenoctynusie Wi-Fi cetn He
ABIISIOTCS O€30MaCHBIMHU.

CoBeTtbl 110 Oe30MacHOCTH paboThI B 00mIe10CcTyHBIX ceTsix Wi-fi:

1. He mepenasaii cBoto Jimunyro uHpopmaruio yepes odmenocrynubie Wi-Fi cetn. PaboTas B HUX,
JKeNaTeJIbHO HE BBOAMTDH MApOJIU JIOCTYIIA, IOTUHBI M KAKUEe-TO HOMEPa;

2. Ucnionw3yit 1 0OHOBIIS aHTUBUPYCHBIC TTPOrpaMMBbI M OpanamMayep. Tem cambIM Thl 00€30TTaCHIIIb
ce0s1 0T 3aKaYKu BHpYyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonwszoBannu Wi-Fi otkmoun ¢ynkmuio "OOmmit moctyn k ¢aiimaM u mpuHTEepam'.
Jannas QyHKIHMS 3aKphITa IO YMOJTYAHHUIO, OJTHAKO HEKOTOPHIE MOJIb30BATENN aKTUBUPYIOT €€ JUIsl y100CTBa
HCITOJIB30BaHUs B paboTe Win yueoe;

4. He ucnone3yit nyonmunbiii WI-FI st mepemauu NUYHBIX JAHHBIX, HAIPUMEP JJIsi BBIXOAA B
COLIMAJIbHBIE CETH WJIU B DJIEKTPOHHYIO TIOUTY;

5. Mcnone3yit Tonpko 3aummieHHoe coenunenue yepes HTTPS, a ne HTTP, T.e. npu nHabope BeO-
anpeca BBoau umeHHo "https://";

6. B moOunbHOM Tenedone orkmoun Qynkiuio "lloaxmouenne k Wi-Fi aBromarnuecku". He
JIOTTyCKail aBTOMaTHYECKOTO MOAKIIOUEHUsT yeTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cormacusi.



CoumanbHble ceTH

ConmasnbHble CETH aKTHUBHO BXOJSAT B HAIly >KU3Hb, MHOTHE JIIOAM PAaOOTAIOT M JKUBYT TaM
NocTosIHHO, a B Facebook yxe 3apeructpupoBan MUJUIMAp/ YENIOBEK, YTO SIBISIETCS OJHOM CebMOil Bcex
KHUTEJeW IUTaHeThl. MHOTME TIONb30BaTeNd HE IMOHMMAIOT, YTO WHGOpMAalus, pa3MElIeHHas HMHU B
COLIMAJILHBIX CETSIX, MOXKET OBITh HaliJileHa M HCIOJIb30BaHA KEM YTOJHO, B TOM UHCJE HE 005S3aTeIbHO C
OJaruMu HaMEpEeHUSIMHU.

OcHOBHBIE COBETHI 110 0€30MaCHOCTH B COIIMANIBHBIX CETSIX:

1. Orpannyp CMCOK Apy3el. Y Te0s B APY3bsX HE JOIKHO OBITh CIIy4allHBIX U HE3HAKOMBIX JIIOCH;

2. 3ammimai CBOI YacTHYIO XHU3Hb. He ykaspiBaii mapoiu, TenedoHBI, aapeca, JaTy TBOETO
POXACHUS U APYTYIO JTUYHYIO HHPOPMALUIO. 3MOYMBIIIJICHHUKH MOTYT MCIIOJIb30BaTh J1axe MH(OpMAIIio
0 TOM, KaK Tbl ¥ TBOU POJUTENH [UIAHUPYETE NMPOBECTU KAaHUKYIIBL;

3. 3amuinail CBOIO permyTaluio - AepKH ee B YUCTOTE U 3aJaBail cebe BOMpOC: XOTeN ObI ThI, 9TOOBI
Ipyrue MOJib30BaTeNId BHJEIH, YTO Thl 3arpyxaemb? Ilomymail, mpexiae yem 4YTO-TO ONMyOJIMKOBATh,
Hamnucarb U 3arpy3uTh;

4. Ecnu Tl TOBOPHILB C JIFOJbMHU, KOTOPBIX HE 3HACIIb, HE UCIIOb3YH CBOE PEATILHOE UMS U APYTYIO
JUYHYIO0 HHPOPMALIUU: UM, MECTO KUTEIbCTBA, MECTO Yy4eObl U NpoYee;

5. U36eraii pazmenienus pororpaduii B UHTepHETE, T/I€ THI M300paKEH HA MECTHOCTH, TI0O KOTOPOM
MO>KHO OIIPENEIUTh TBOE MECTOMOJIOKEHHE;

6. Ilpu perucrpanuu B COUAILHON CETH HEOOXOAUMO UCIOIB30BATh CIOKHBIE APOJIU, COCTOSIINE
13 OyKB ¥ U U ¢ KOJTUIECTBOM 3HAKOB HE MEHee §;

7. Jnst counanbHOM CeTH, TOYTHI U APYIMX CAaWTOB HEOOXOIMMO HCIOJB30BaTh pa3HbIE MApOJIH.
Torpa ecnu Te0s B3IOMAIOT, TO 3J0YMBIIUIEHHUKH MOJy4aT JOCTYI TOJIBKO K OJJHOMY MECTY, a HE BO BCE
cpasy.

DJIeKTPOHHBbIE 1eHbIH

DJNEKTPOHHBIE IEHBIU - 3TO OYEHb YAOOHBIM COCO0 IUIaTexel, OHAKO CYIIECTBYIOT MOLICHHUKH,
KOTOPBIE XOTAT MOJTYYUTh 3T JICHBI .

DNEKTPOHHBIE IEHBI' MOSBUIUCH COBCEM HEJaBHO M MMEHHO M3-3a 3TOT0 BO MHOTHX I'OCyJapcTBax
JI0 CHX ITOp HE MPOMMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (DYHKIIMOHUPYIOT U O HUX YK€ HPOMHCAHO B 3aKOHE, IJI€ UX pa3AeisaioT Ha
HECKOJIBKO BHJIOB - AaHOHUMHBIE U HE aHOHUMHBbIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paszpemraercs MpOBOAUTH ONepaliy 6e3 UASHTH(PHUKAIIMY T0JIb30BaTelsl, @ B HEAHOHUMHBIX HACHTU(DUKALIUS
M0JIb30BATENS SIBISIETCS 003aTENbHOM.

Taxoke cnenyer pa3nuyaTh 3JIEKTPOHHBIE (PUATHBIE AEHBIH (PaBHBI TOCYIAPCTBEHHBIM BANIOTaM) U
3JICKTPOHHBIC He(PHATHBIC JCHBI'H (HE PABHBI TOCYaPCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI 0 O€30MaCHOI paboTe ¢ ANEKTPOHHBIMH JCHbIaMH:

1. ITpuBspku K c4eTy MOOMIIBHBIN TeledOoH. ITO camblil YAOOHBIN U OBICTPHINA CITIOCOO BOCCTAHOBUTH
JoCTym K cuety. [IpuBs3anublii TenedoH MOMOXET, eciy 3a0yelb CBOM TUIATeKHBIA MapoJib MK 3aii/1eIb
Ha CaiiT C HE3HAKOMOT'O YCTPONCTBA;

2. Ucnonb3yit ogHopas3oBbie mapoiu. [locie mepexona Ha yCHIICHHYIO aBTOpU3alMIo Tebe yxKe He
OyIeT yrpokaTh OIMACHOCTh KPa)ku WJIM MepexBarta IIaTeXHOro Mapois;

3. BeiGepu cnoxuelii maponb. IlpectrymHukam Oyner HE HPOCTO YrajaTb CIOXHBIM Iapoib.
Hanexxubie mapoinu - 3T0 mapoJid, KOTOpbIe COAepKaT HE MEHee 8 3HAKOB U BKJIIOYAIOT B ce0sl CTPOUYHbBIE U
IPONHCHBIE OYKBBI, HU(PBI 1 HECKOJIBKO CHMBOJIOB, TaKHE KaK 3HAK JI0Ju1apa, yHTa, BOCKIMIATEIbHBINA
snak u T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSIEILb.

DJIeKTPOHHAS MOYTAa

DNEeKTPOHHAs MOYTa - 3TO TEXHOJIOTHUS U IIPEIOCTABIIIEMBIE €10 YCIYTH 10 NEPECHUIKE U TOJTYyYEHUIO
AJICKTPOHHBIX COOOIIECHUHN, KOTOPBIE PACTIPEICTAIOTCS B KOMITbIOTEpHOU ceTH. OOBIYHO SJEKTPOHHBIN
MOYTOBBIA SALIMK BBIMIAIUT CICAYIOIIUM 00pa3oM: UM IOJb30BaTEeI(@UMS_JOMeHa. Takke Kpome
nepesavyn MpocToro TEKCTa, UMEETCsl BO3MOXKHOCTD IepeiaBaTh (haiibl.

OcHOBHBIE COBETHI 110 6€301acHOM paboTe C INEKTPOHHOM MOYTOM:

1. Hayo BeIOpaTh paBUIIBHBIN MTOYTOBBIN CEPBUC. B HHTEpHETE €CTh OTPOMHBIN BHIOOP OECIUTATHBIX
IIOYTOBBIX CEPBUCOB, OHAKO JIyYIll€ JJOBEPATH TEM, KOT'O 3HACILIb U KTO IIEPBBIN B PEUTHHTE;

2. He ykaspiBali B IW4YHOM TmoYTe Ju4HYyl0 uHpopmanuo. Hampumep, mydiie BbIOpaTh
"My3bIKaIbHbIN (haHaT@" umu "pox2013" BMecTo "Temal3";



3. Wcnons3yid ABYXATAMHYIO aBTOPHU3AIMI0. DTO KOrja MOMHMO MapoJisi HY>)KHO BBOJMTH KO/,
npucbuIaeMblil mo SMS;

4. Boeibepu CIOXHBIA Maposb. [ KakJI0ro MOYTOBOTO SIITUKA JODKEH OBITh CBOW HAJIC)KHBIH,
YCTOWYHMBBIN K B3JIOMY 1apOJIb;

5. Eciii ecTh BO3MOKHOCTh HaNKMCaTh CaMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIb3YH ATy BO3MOKHOCTb;

6. Mcnonb3yli HECKOJIBKO IOYTOBBIX AIIMKOB. IlepBbIN [UIsl 4acTHOM NEPENUCKHU C aJpecaTaMy,
KOTOPBIM ThI IOBEpSAEIIb. DTO AJIEKTPOHHBIN aJipec He Ha/l0 UCIOIb30BaTh MPU PErUcTpaui Ha opymax u
caiitax;

7. He oTkpbIBaii (aitibl U Ipyrye BIOKEHUS B TUChMaXx, JaKe €CJIM OHU MPHUIIUIA OT TBOUX JPY3EH.
Jlydiie yTOYHM y HUX, OTIPABIISUIN JIM OHU TeOe 3T (paiib;

8. Ilocne okoHyaHust pabOThI Ha TOYTOBOM CEPBHCE MEPE]T 3aKPHITHEM BKJIAJIKH ¢ CATOM He 3a0y/Ib
HaxxaTh Ha "Beriitu".

KubepOy/utuHT MM BUPTYaJibHOE M3/1€BaTEIbCTBO

KubepOymnuur - mpecienoBaHue COOOIICHUSMH, COJAEPKAIIUMHU OCKOpOJIGHUS, arpeccHuio,
3alyTMBAaHUE; XYJIUTaHCTBO; COLUATbHOE OOMKOTUPOBAHUE C MOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 60pbOE ¢ KUOEPOYIITUHTOM:

1. He Opocatics B 60ii. JIydmuii crmoco06: mOCOBETOBATHCS KakK ¢e0s BECTH U, €CJIM HET TOTO, K KOMY
MOKHO OOpaTUTbCA, TO BHAYaje YCIOKOUThCSA. Ecinum Thl HayHemb OTBeYaThb OCKOPOJEHUSMHU Ha
OCKOPOJICHUS, TO TOJIBKO €1Ile OOJIbINE Pa30XIKeIlb KOH(IIUKT;

2. YrpaBnsii cBoei KuOeppenyTammei;

3. AHOHUMHOCTH B ceTH MHUMas. CyIIecTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 3a aHOHUMHBIM
AKKayHTOM;

4. He CTOMT BeCTH XYJIMIaHCKHH 00pa3 BUPTyaJbHOW >XKu3HU. VHTEpHET (HUKCHUpPYeT BCE TBOU
JEHCTBUSI 1 COXPAHSIET MX. Y JAIUTh UX OYJeT KpaiiHe 3aTPyIHHUTEIBHO;

5. CoGurosiait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. UWrHopupyit enuHuuyHBI HeraTuB. (OTHOpPA30BBIE OCKOPOWTENIBHBIC COOOIIECHUS JIYYIIE
UTHOpUPOBaTh. OOBIYHO arpeccus MpeKpallaeTcst Ha Ha4YaJIbHOM CTa/lny;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIIIEHUSIMH, B COLIMANIBHBIX CETSIX €CTh
BO3MOXHOCTH OJIOKHPOBKH OTIIPABKH COOOILEHHI C ONPEIeICHHBIX aPECOB;

8. Ecom T cBuaerens kuOepOymauHra. TBOM NEWCTBHS: BBICTYMHTH MPOTHUB TMPECIeAOBATEls,
[I0Ka3aTh €My, YTO €ro JAEWCTBUS OLEHUBAIOTCA HEraTUBHO, MNOJJEpPXKaTh >KEPTBY, KOTOPON HY)KHA
MICUXOJIOTHMYECcKas MOMOIIb, COOOUTUTH B3POCIBIM O (PAKTE arpecCUBHOTO TIOBEJICHUS B CETH.

MoOunbHbIi TesieoH

CoBpemeHHbIe cMapT(HOHBI U TUTAHILIETHI COJEPIKAT B ceOe BIIOJIHE B3POCIbIA (DYHKIIMOHAN, U TeNeph
OHU MOTYT KOHKYPHPOBATh CO CTAllMOHAPHBIMU KOMIbIoTepaMu. OJHAKO, CPEACTB 3aLIUTHI IS TOJOOHBIX
YCTPOMCTB IOKAa OYEHBb Majo. TECTUPOBAHUE U MOUCK YSA3BUMOCTEH B HUX IIPOUCXOJNUT HE TaK UHTEHCUBHO,
kak s [1K, 1o ke camoe kacaetcss 1 MOOUIIBHBIX MPUITOKCHHA.

CoBpeMeHHbIE MOOMIIbHBIE Opay3epbl YK€ MPAaKTUYECKH JIOTHAIU HACTOJIbHBbIE aHAJIOTH, OJHAKO
pacupenue (GpyHKIMOHAIA BI€YeT 32 COO0H OOJIBIIYIO CII0KHOCTh M MEHBIIIYIO 3aIIUIICHHOCTb.

Jlaneko He Bce MPOU3BOIUTENH BBITYCKAIOT OOHOBJICHMS, 3aKPBIBAIOIINE KPUTHYECKUE YI3BUMOCTH
JUJIS CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI 1 0€30MacCHOCTH MOOMIIBLHOTO TenedoHa:

Huuero He sBnsieTcs mo-HactosieMy OecriaTHbIM. by ocToposkeH, Belb Koraa Tede npeaiaraior
OecriaTHBI KOHTEHT, B HEM MOT'YT ObITh CKPBITHI KaKHe-TO TUIaTHBIE YCIIYTH;

Hymaii, npexxae yem otnpaButh SMS, ¢oro wim Buaeo. Tel TOYHO 3Haemib, Tie OHU OyIyT B
KOHEYHOM uTOore?

Heo6x011M0 0OHOBIIATE ONEPAIIMOHHYIO CHCTEMY TBOETO CMapT(OHa;

Hcnonp3yit aHTUBUPYCHBIE IPOIPAMMBI JUIsl MOOMIIBHBIX Telle()OHOB;

He 3arpyxail npuaoxeHus: OT HEM3BECTHOIO MCTOYHMKA, BEAb OHU MOT'YT COJIEP’KaTh BPEJOHOCHOE
IporpaMMHOE 0OecTieyeHHE;

[Tocne Toro xak THl BBIHACHIL C CaldTa, IIe BBOJIWI JIMYHYIO MH(OpMAIUIO, 3aii1 B HACTPOUKU
Opaysepa u ynanu cookies;

[leproanuecku npoBepsii, KakKe MJIaTHbIE YCIYI'M aKTUBUPOBAaHbI HA TBOEM HOMEDE;

JlaBaii cBOit HOMEp MOOUIILHOTO TeleOHa TOIBKO JIOSM, KOTOPBIX Thl 3HACIIb U KOMY JI0BEpSICIIb;

Bluetooth gomken ObITH BBIKIIIOUEH, KOTJIAa THI UM HE TOJb3yenibes. He 3a0biBail nHOTAA TPOBEPATH
3TO.



Online urpwoi

CoBpeMeHHbIC OHJIAHH-UTPBI - ATO KPAaCOYHBIC, 3aXBATHIBAIOIIME pPa3BIICUYEHUS, OOBEAUHSIOUINE
COTHHU ThICAY YEJIOBEK MO BceMy MHpy. Mrpoku ucciaenyroT AaHHBIH UM MHp, OOIIAIOTCS IPYT C IPYIroM,
BBITIOJIHSIIOT 3aIaHUS], CPAXKAIOTCS C MOHCTPAMU U MOJTYUYatOT OMBIT. 3@ YA0BOJIBCTBUE OHU IUIATST: OKYMAIOT
JTICK, OTIJIAYMBAIOT A00OHEMEHT WJIM MIPHOOPETAIOT KaKMe-TO OIIUH.

Bce st cpenctBa uayT Ha MOAJEpKAHME M PAa3BUTHE UIPHI, a TAaKKe Ha camy O€30MaCHOCTH:
COBEpIICHCTBYIOTCS CHCTEMbI aBTOPU3AlMM, BBITYCKAIOTCS HOBble NaT4yd (UHU(pOBBIE 3aIUIaTKU IS
IPOrpaMM), 3aKpbIBAIOTCSl YSI3BUMOCTH CEPBEPOB.

B no00HBIX UTpax CTOUT onacaThCsi HE CTOIBKO CBOMX COMEPHUKOB, CKOJIBKO KPaXKH TBOETO MapoJis,
Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALUH OOJIBIINHCTBA UTP.

OcHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOT0 aKKayHTa!

1. Ecnu ipyroii urpok BeieT ceds MmI0Xo WM co3/1aeT Te0e HEMPUsATHOCTH, 3a0JI0KUPYH €ro B CIIUCKE
UTPOKOB;

2. Tloxanyiics aaMMHHCTPAaTOpaM WIPhl HA IJIOXO€ MOBEIAEHUE 3TOrO0 WIPOKA, >KENATEIbHO
MPUJIOKUTH KAKHE-TO TOKA3aTeJIbCTBA B BUJE CKPUHOB;

3. He yka3piBaii TMuHyI0 HHPOPMALIKIO B Ipodaiise urpsr;

4. YBaxail Ipyrux y4aCTHUKOB 10 UTPE;

5. He ycranaBnuBaii Heo(puIaibpbHbIC TTATYU U MO/IBI;

6. Micnionp3yil CII0KHBIE U pa3HbIe apOJIy;

7. Jlaxke BO BpeMsI UTPhI HE CTOUT OTKJIF0YaTh aHTUBUPYC. [10Ka Thl UTpaelilb, TBOM KOMIBIOTEP MOTYT
3apa3uTh.

@OUIIMHT WIK KPaXKa JUYHbIX JAHHbBIX

OObIuHOW Kpasked JeHEer W JOKYMEHTOB CErofHs YK€ HHKOTO HE YAMBHIIL, HO C Pa3sBUTHEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKNA [EPEMECTUINCh B HHTEPHET, M MNPOAOIKAIOT 3aHUMAThCS
"TFOOUMBIM" JIEJIOM.

Tax mosiBUnach HOBasi yrpo3a: MHTEPHET-MOUICHHUYECTBA MU (DUILMHT, TJIaBHAs 1IeJb KOTOPOIro
COCTOMT B MOJTYYCHUH KOH(DHUICHIIMAIBHBIX TaHHBIX MMOJIH30BaTENEH - TOTUHOB U mapoieil. Ha anrnuiickom
s3pike phishing untaercs kak gummHr (ot fishing - peiOHas moBs, password - maposs).

OcHOBHBIE COBETHI M0 60pHOE ¢ HPUIIMHTOM:

1. Cnenm 3a cBouM akkayHTOM. Eciam ThI mozio3peBaeiib, 4TO TBOSI aHKEeTa Obla B3JIOMaHa, TO
HE00X0IMMO 3a0JI0KHPOBATh €€ U COOOIIUTE aJIMUHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOpEEe;

2. Vcnonb3yii 6e30macHbie BEO-CaThI, B TOM YHCIIe, MHTEPHET-Mara3uHOB U TTIOMCKOBBIX CHCTEM;

3. Hcmone3yil cioXHBIE W pas3Hble Napoiau. TakuMm oOpa3oM, eciu TeOs B3JIOMAlOT, TO
37IOYMBIIUIEHHUKH MOJIYyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s1 B3110MaIi, TO HEOOXOAMMO MPEIYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE J00aBICHBI
y TeOs B IpY3bSX, O TOM, UYTO T€Os B3JIOMAJIA M, BO3MOKHO, OT TBOETO UMEHHU OyJeT pacchuIaThCs Criam U
CCBUJIKY Ha (PUIIMHTOBBIC CAUTHI;

5. YcranoBu HanexHbI maposb (PIN) Ha MoOMIbHBIN TenedoH;

6. OTKIIIOYM cOXpaHEHUe maposis B Opaysepe;

7. He oTkpbIBaii (aitibl U Ipyrye BIOKEHUS B TUChMaXx, JaKe €CJIM OHU MPHUIIUIA OT TBOUX JPY3EH.
Jly4iie yTOYHM Y HUX, OTIIPABIISUTN JIM OHU TeOe 3TH (aiiibl.

Hudposas penyrauus

[MudpoBas pemyrauuss - 3TO HEraTWBHAs WIM TO3UTUBHAs HWHpOpManus B ceThu o Tebe.
Komnpomerupytomas nHpopmaus, pasMelieHHas B UHTEpHETE, MOXKET CEphe3HbIM 00pa3oM OTpPa3UTHCS
Ha TBoeil peanpHOW xm3HM. "lludpoBas pemyramus" - 3T0 TBOM MMHUIK, KOTOpbIH (opmupyercs u3s
nH(popmaruu o Tede B UHTEPHETE.

TBoe MecTo )kuUTeNbCTBA, YueObl, TBOE (PHAHCOBOE MOJI0KEHNE, 0COOEHHOCTH XapaKTepa U paccKasbl
0 OJIM3KHUX - BCE ATO HAKAIUJIMBACTCS B CETH.

MHorue nopoCTKU JETKOMBICICHHO OTHOCSITCS K TyOIMKAIMy THIHON nHpopmaiuu B IHTEpHETE,
HE TOHUMAas BO3MOXHBIX MOCIeNCTBUN. Thl Jake HE CMOXKELIb JIOTagaThCcsi O TOM, 4yTO dororpadus,
pa3MenieHHas 5 JieT Ha3aj, cTana MPUIMHON O0TKa3a MPUHSATH TeOs Ha paboTy.

KommenTapum, pazmenienne TBoux ¢otorpaduil M aApyrue AEHCTBUS MOTYT HE HMCUYE3HYThH JaXKe
mocJie TOro, KaK Thl MX yJAalWiib. Thl HE 3HAENIb, KTO COXPaHWUJ 3Ty MH(OpPMAIHIO, MMONaia JU OHA B
MOMCKOBBIE CHUCTEMBI M COXpaHWJIACh JIM OHA, a TJIABHOE: YTO MOAYMaloT O TeOe OKpYXKaloUlue JIIOAH,
KOTOpbIE HAIyT U yBUAAT 3T0. HailTu mHpOpMAIINI0 MHOTO JIET CITYCTSI CMOKET JII000H - Kak U3 T00phIX
noOyKJIeHUH, TaK U C HAMEPEHUEM MPUYNHUTD Bped. DTO MOXKET ObITh KTO YTOJIHO.



OCHOBHBIE COBETHI IO 3aITUTE ITU(POBOM peITyTaIuu:

1. [Tomymaii, mpex e yem 4To-To IMyOJIMKOBATh U NepeaBaTh y ces B 6J0Te WK B COLIMATIBLHOM CeTH;

2. B mnactpoiikax mnpoduis yCTaHOBH OTPaHUYEHHS Ha MPOCMOTP TBOETO Tpodwist u ero
COJIEP’KUMOT0, CAIENIall €ro TOJIbKO "uIst Ipy3ein';

3. He pa3menaii 1 He yka3biBail HH(OPMAIIHIO, KOTOPAst MOKET KOTO-JIMO0 OCKOPOIISATH WA OOMKATh.

ABTOpCKOe PaBo

CoBpeMeHHbIE HIKOJLHUKH - aKTUBHBIE MOJIb30BaTeNN IMPPOBOro mpocTpancTBa. OHAKO AaNIEKO HE
BCE 3HAIOT, YTO MOJH30BAHNE MHOTUMH BO3MOKHOCTSIMH LM(POBOro Mupa Tpedyer coO0jeHHs IpaB Ha
MHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTEIIEKTyabHasi COOCTBEHHOCTh" OTHOCUTCS K Pa3iIMYHBIM TBOPEHHUSIM YEJIOBEUECKOTO
yMa, HaurWHas ¢ HOBBIX U300pETeHH U 3HAKOB, 0003HAUAIOIIUX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH, U
3aKaH4YMBasi KHUTaMu, GoTorpadusMu, KHHOPUIBMAMU U MYy3bIKAIbHBIMH POU3BECHHUSIMH.

ABTOpCKHE TpaBa - 3TO MpaBa HAa UHTEIUIEKTYallbHYI0 COOCTBEHHOCTh Ha MPOU3BEJIECHUS HAYKH,
JUTEpaTypbl M HCKycCTBa. ABTOPCKHME TMpaBa BBICTYNAlOT B KadyeCTBE TapaHTHH TOTO, 4YTO
MHTEJJICKTYaJIbHBIH/ TBOPUECKUI TPyl aBTOpa He OyIeT HallpacHbIM, JacT €My CIPaBeINBbIE BO3MOXXHOCTH
3apaboTaTh Ha pe3yibTaTax CBOETO TPYJa, MOJYUYUTh U3BECTHOCTh U Npu3HaHue. Hukro 6e3 paspemieHus
aBTOpa HE MOXKET BOCIPOM3BOAMUTH €r0 MPOU3BEIEHUE, PACIPOCTPAHSTH, MYOJIWYHO JIEMOHCTPUPOBATH,
pojiaBaTh, UMIOPTHUPOBATh, IyCKaTh B IPOKAT, ITyOJIUYHO UCTIOIHSITH, TOKAa3bIBATh/UCTIONHATH B 3(Upe Win
pasMmerars B IHTEpHETE.

Hcnonw3oBanue "mupaTckoro mporpaMMHOTO 00eCIIedeHUsT MOKET MTPUBECTH K MHOTUM PUCKaM: OT
MOTEPHU JAHHBIX K TBOMM aKKayHTaM J0 OJOKHPOBKH TBOETO yYCTPOWCTBA, /i€ YCTAHOBJICHA HelleralibHas
nporpamma. He cTouT Takske 3a0bIBaTh, YTO CYIIECTBYIOT JieTalbHbIE U OECIIaTHBIE IPOTPAMMBI, KOTOPBIE
MOYKHO HaWlTH B CETH.

O nopraJjie

CeteBHuOK.p¢ - TBOH ITaBHBII COBETUMK B CETH. 3/1€Ch Thl MOXKEIIb y3HATh O 0€30MMaCHOCTH B CETH
MOHSITHBIM U JOCTYITHBIM SI3bIKOM, a P BOZHUKHOBEHUU KPUTUYECKOW CUTYallUd OOPATUTHCS 32 COBETOM.
A TakKe MPUHATH y4acTHE B KOHKYPCaX U CTaTh CaMbIM HU(DPOBBIM Ipax TaHUHOM !



